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1. Introduction 

This e-Communications Policy relates to anyone of the school community (staff, pupils, 
governors/parents, visitors) who use computing equipment whilst on the school premises. It also 
covers staff who use school issued computing equipment whist at home.   
 
The rules associated with this policy will be issued to staff/pupils as part of the documentation 
provided to all new staff/pupils on induction/enrolment.  They should be carefully read and the 
appropriate e-Communications Agreement signed, before using any computing equipment or 
resources. 
 
Any member of the school community discovering a breach of this policy, or who is in receipt of 
electronic mail or telephone call that appears to contravene the policy described below, should 
raise the issue with their line manager/class teacher or Headteacher in the first instance. 
 
The school may exercise its right by electronic means to monitor (without the consent of the 
individual) the use of the school’s computer systems, including the monitoring of web-sites, the 
interception of e-mails and the deletion of inappropriate materials in circumstances where it 
believes unauthorised use of the school’s e-Communications resources is or may be taking place, 
or the system is or may be used for criminal purposes or for storing text or imagery which is 
unauthorised or unlawful. 
 
The school community, who are subject to and aware of the rules associated with this policy, and 
have signed the appropriate e-Communications Agreement, uses computing equipment/resources 
are deemed to have consented to the monitoring of e-mail, Internet and workstations. The law 
regulates the monitoring of computer systems. In order to comply with the law, the school must: 
 

 Have procedures for monitoring.  

 Ensure that the Deputy Headteacher supervises monitoring and  

 Maintain a log of that monitoring. 

This policy should be read in conjunction with the computing subject policy. 
 

2. Purpose and Scope  

This policy applies to all school equipment at any time and all other computing equipment brought 
onto the school premises by a person from the school community. Such persons should seek the 
Headteacher’s permission before bringing their own equipment onto the premises.   
 
Except for visitors, members of the school community will be required to sign an  
e-Communications Agreement. This policy will assist the school to protect people from the 
inappropriate use of technology, protect the security of information held on systems and limit the 
opportunity for fraudulent use of technology.   
 
Visitors will be made aware of the relevant policy guidance from a flyer upon entry to the school. 
Regular visitors will sign an annual register of being aware of the flyer and visitors will tick a box 
upon signing in that they have received the flyer. 
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Controlled use of computing equipment/resources relies on a combination of responsible 
behaviour by users and the implementation of security features by the Computing Curriculum 
Coordinator (CDC) and the Computing Technician. All computing users have a responsibility to use 
these resources safely, efficiently and in a professional and lawful manner 
 
The purpose of this policy is to inform the school community about: 
 

 The legal framework and what, if any, legal risks they might inadvertently take. 

 Potential claims, either claims against them or their school. 

 Any privacy expectations in their communications. 

 Their rights in using computing equipment for non-work/school related activities. 

 The schools educational aims and ensures that the school's responsibilities towards the 

community are met. 

 Access to educational materials and good curriculum practice, to communicate with the 

advisory and support services, professional associations and colleagues; exchange 

curriculum and administration data with the LA and relevant government department; 

receive up-to-date information and participate in government initiatives and the virtual 

teacher centre. 

 Clarify the disciplinary rules relating to the use of computing equipment/resources. 

 
3. School Aims 

The School aims to provide safe use of the e-Communications resources and protect the school 
community by prevention of access to material inappropriate for them through: 
 

 Access to world-wide educational resources. 

 Participating in new initiatives such as a managed learning environment. 

 Gathering information and have cultural exchanges between appropriate pupils in other 

schools. 

 Providing access to educational materials and good curriculum practice. 

 Communicate with the advisory and support services, professional associations and 

colleagues. 

 Exchanging curriculum and administration data with the local authority (LA) and relevant 

Government Departments. 

 

4. Responsibilities 

The School recognises its duty of care and statutory responsibilities for e-Communication. The 
Governing Body will ensure that the School has policies in place, which are robust and fit for 
purpose. 
 
The Headteacher will delegate editorial responsibility of the school website to the Computing CDC 
(in support are all other teachers) to ensure that content is accurate and quality of presentation is 
maintained. 
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Staff and pupils will be made aware of relevant changes to the policy during bespoke insets or 
computing lessons respectively and changes ratified by Governors. The Deputy Headteacher is 
directly responsible to the Headteacher to ensure the policy and procedures are being 
implemented correctly on a day-to-day basis. Members of the school community will not be 
expected to take charge of an e-Communications resource without training.  Staff will be given the 
opportunity to discuss their computing issues at various forums in order to develop good teaching 
and learning strategies.   
 
4.1 Pupils & Parents/Carers 
Parents’/Carers’ attention will be drawn to the e-Communications Policy and associated rules by 
letter in the first instance and, thereafter, in our school prospectus.  The policy will be available for 
parents and others to read on demand and they too will be asked to co-sign and return the e-
Communications Agreement annually. Parents can arrange to see the e-safety coordinator via the 
office or school Liaison Officer, Mrs Allan for advice and support when issues arise. There are also 
direct links to help and support on the schools website including organisations to report a serious 
incident. Pupils may also seek direct support from relevant staff when needed. The School Council 
are able to raise any additional concerns relating to e-Communications at their regular meetings 
with the Headteacher and any issues arising will be investigated appropriately. 
 
4.2 The Governing Body  
To understand and contribute to and help promote the school’s e-Communications Policy and 
develop an overview of: 
 

 The benefits and risks of the internet and technologies used by pupils.  

 How the school computing infrastructure provides safe access to the internet.  

 How the school encourages pupils to adopt safe and responsible behaviours in their use of 

technology in and out of school, including encouraging parents to become engaged in e-

Communications awareness activities. 

 Ensuring appropriate funding and resources are available for the school to implement its e-

Communications strategy.  

 

5. Management Procedures 

The following management procedures will be implemented: 
 

 The e-Communications Agreement Charter will be posted near computer systems and will 

be printed as posters (see Attachment 3). 

 New technology introduced by the school will be risk assessed to reduce the potential of 

harm to the school community, in particular our pupils and reduce the liability to the school 

of not doing something or doing something incorrectly. 

 The school will ensure that pupils are always supervised when using e-Communications 

resources. 

 All machines with Internet and email capability are accommodated in public areas and that 

their use is frequently monitored. 

 Parents/Carers will be informed that pupils’ will be provided with supervised access to e-

Communications resources which is monitored. 
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 The school will check that the websites selected for pupil use are appropriate to the age and 

maturity of pupils. 

 The school will ensure that virus protection is installed and updated regularly. 

 Pupils will be made aware that the writer of an e-mail or the author of a web page may not 

be the person they claim to be and are taught to validate information before accepting it as 

true, an important aspect of higher levels of subject teaching. 

 Staff/Pupils will observe copyright when copying materials from the web and to 

acknowledge their sources of information. 

 The school will ensure that occasional checks are made on files to monitor compliance with 

the school's e-Communications Policy and pupils will be informed that such checks are 

made. 

 Any material that the school suspects is illegal will be referred to the appropriate authorities. 

 Any person from the school community may not access any online gambling sites, chat 

rooms, social networks like Facebook etc. whilst at the school. 

 Participation in forwarding or passing on messages or images designed to humiliate others, 

often known, as ‘cyber bullying’ will not be allowed. 

 Pupils are to comply with the expectation to hand in their mobile phones to their class 

teacher at the beginning of the day. Any breaches, misuse etc. will be dealt with in a serious 

light and involve the authorities, where applicable. 

 Staff/governors/visitors are expected to respect the school as learning environment limiting 

mobile use to where it is appropriate as in breaks, after school etc. or where agreed with the 

Headteacher. 

The following precautions will be taken in relation to photographs on the school web site: 
 

 Photographs are used minimally and anonymously in accordance with our child protection 

policy. 

 Parents/Carers will be asked to sign an e-Communications Agreement to indicate their 

approval for photographs of pupils to be taken or displayed/published and will be issued 

with a sample of the photo used upon request (Attachment 3). 

 An active register is kept of pupils in the office to determine who may not be included in 

particular media.  

 

6. Maintaining Safe Internet Use 

The Internet is freely available to any person wishing to send e-mail or publish a web site. In 
common with other media such as e-magazines, books and video, some material on the Internet is 
unsuitable for pupils. The school will take every practical measure to ensure that pupils do not 
encounter upsetting, offensive or otherwise inappropriate material on the Internet. Monitoring 
protocols are facilitated via specialised software called IMPERO which are maintained by both the 
Computing CDC and the computing Technician who in turn report directly to the Deputy 
Headteacher. 
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The Computing CDC will keep a confidential log of any breaches involving staff and the IT 
Technician will support the CDC to keep a robust pupil log that involves further action or follow up.  
 
The following key monitoring and filtering measures have been adopted to help ensure that the 
school community are not exposed to unsuitable material: 
 

 Monitoring takes place in two ways in accordance with government guidelines (* See pg. 16): 

a) Scheduled monitoring once per half-term and any breaches are noted in the log and 

necessary action taken and b)  ad hoc monitoring where a vulnerability has been noted so 

careful tracking must take place over a short period of time. In addition, whilst logged in to 

Impero, there are breaches seen per chance and again these are logged and acted upon. 

 Our internet access is purchased from the LA which provides a service designed for pupils 

including a “firewall” filtering system intended to prevent access to material inappropriate for 

pupils. 

 Pupils using the internet may be working in a classroom and the computing suite during 

lesson time and will be monitored and checked regularly. 

 The Deputy Head will conduct a 10 minute briefing to all computing classes in the autumn 

term to ensure students are aware of the way in which they are being monitored. 

 Websites should be pre-selected for pupils’ use so that they are appropriate to the age and 

maturity of the pupils. The effectiveness of internet access and use of email strategies will 

be monitored.  

 Teaching staff will be particularly vigilant when pupils are undertaking their own research 

and will check that pupils are following the agreed search plan.  

 When LearnPads are used, staff must ensure the QR code to temporarily open the firewall 

port for research is closed again back to the pupil level of filtering! 

 Pupils will be taught to use e-mail and the internet responsibly in order to reduce the risk to 

themselves and others. 

 Methods to quantify and minimise the risk of pupils being exposed to inappropriate material 

will be reviewed in consultation with colleagues from other schools and advice from the LA, 

our Internet Service Provider and the relevant Government Department. 

 Staff may not add any pupils as ‘friends’ on social networking sites including those who are 

school leavers. 

 iPads are for the exclusive use of teachers except for the Art iPads but the filtering is locked 

to the student port at all times. 

Due to the international scale and linked nature of information available via the Internet, it is not 
possible to guarantee that particular types of material will never appear on a computer screen. 
Neither the school nor Southend Borough Council can accept liability for the material accessed or 
the consequences thereof. 
 
A most important element of our Rules for e-Communications Use is that pupils will be taught to tell 
a teacher immediately if they encounter any material that makes them feel uncomfortable. If there 
is an incident in which a pupil is exposed to offensive or upsetting material, the school will wish to 
respond to the situation quickly and on a number of levels.  
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Responsibility for handling/investigating incidents involving pupils will be taken by the Computing 
CDC Coordinator in consultation with E-Safety Officer, the Headteacher and the pupil’s class 
teacher. To enhance vigilance, all the teaching staff and pupils will be made aware of the incident 
at an appropriate meeting.  Mr Kinnear addresses urgent matters on the day but has a regular slot 
on a Friday to address minor issues that occurred through the week. 
 
If one or more pupils discover (view) inappropriate material, our first priority will be to give them 
appropriate support. The pupil’s parents/carers will be informed and given an explanation of the 
course of action taken by the school. The school aims to work with parents/carers and pupils to 
resolve any issue.  
 
After reporting an unsuitable website, the computing CDC will report the URL (address) and 
content to the Internet Service Provider through the LA. If it is thought that the content is illegal, 
after consultation with the ISP and LA, the site will be referred to the Internet Watch Foundation 
and the police (or ‘appropriate authorities’ for consistency, as stated elsewhere).  
 
Pupils are expected to play their part in reducing the risk of viewing inappropriate material by 
obeying the Rules for e-Communications Use, which have been designed to help protect them 
from exposure to Internet sites carrying offensive material.  
 
If pupils abuse the privileges of access to the Internet or use of e-mail facilities by failing to follow 
the rules they have been taught, or failing to follow the agreed search plan when given the 
privilege of undertaking their own Internet search, then sanctions consistent with our School 
Behaviour Management Policy will be applied. This may involve informing the parents/carers. 
Teachers may also consider whether access to the Internet may be denied for a limited time 
period. As with drugs issues, there may be occasions when the police must be contacted.  Early 
contact with other agencies will be made to establish the legal position and discuss strategies. 
 

7. Use of E-Mail 

Impero will alert to any use of the “@” symbol so we can monitor any email access or twitter feed. 
 
The following is deemed to be appropriate for staff: 
 

 Communicating via e-mail in connection with their day to day work. 

 Occasional personal use during breaks, lunch hours, before or after the working day in their 

own time (where agreed by the Headteacher). 

 Management access to staff/pupils mailboxes where there is a legitimate need authorized 

by the Headteacher. 

 Unsolicited receipt of inappropriate e-mails to staff accounts must be reported to the E-

Safety Officer or Headteacher on receipt of such material. 

 All communications with pupils should be via a closed system approved by the school (e.g. 

our email server). 

The following is deemed to be inappropriate for staff: 
 

 Using the official e-mail for personal or non-work related communication during the school 

day, outside of break times. 
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 Forwarding chain e-mails. 

 Subscribing to non-work/education related mailing lists. 

 Sending files with non-work/education related attachments (e.g. video streams, audio 

streams or graphics). 

 Sending e-mails or files which contain discriminatory, abusive, pornographic, obscene, 

illegal, offensive, potentially libellous or defamatory content. 

 Sending sensitive, confidential e-mail to unauthorised internal or external recipients. 

 Sending e-mails from another users account. 

 Staff sharing personal e-mail addresses with pupils. 

 Participation in forwarding or passing on messages or images designed to humiliate others. 

 
The following is deemed to be appropriate for pupils: 
 

 Communicating via e-mail for educational purposes only in a strictly closed environment 

within the school. 

 Unsolicited receipt of inappropriate e-mails to pupil accounts must be reported to their 

teacher on receipt of such material. 

 
The following is deemed to be inappropriate for pupils: 
 

 Sending e-mails or files which contain discriminatory, abusive, pornographic, obscene, 

illegal, offensive, potentially libellous or defamatory content. 

 Using another pupils email account to do any of the above. 

 
8. Use of Any Device to Make Phone Calls 

Mobile phones and other personally-owned devices are not permitted to be used in certain areas 
within the school site or on trips, e.g. changing rooms and toilets and must be used with 
professional discretion when in contact with pupils e.g. lessons. As a minimum, they should be on 
silent at all times during the school day. The school accepts no responsibility for the loss, theft or 
damage of personally-owned devices. The Bluetooth function of a mobile phone should be 
switched off at all times and not be used to send images or files to other mobile devices 
 
Pupils are requested to hand in their mobile phones for safe keeping to their teachers at the 
beginning of the day. If a pupil breaches the school policy then the phone or device will be 
confiscated and will be held in a secure place in the school office. Mobile phones and devices will 
be released to parents/carers in accordance with the safeguarding policy. If a pupil needs to 
contact his/her parents/carers, they will be allowed to use a school phone. Parents are advised not 
to contact their child via their mobile phone during the school day, but to contact the school office 
directly instead. Pupils should protect their phone numbers by only giving them to trusted friends 
and family members.  
 
The following is deemed to be appropriate for adults within the school community: 
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 Making or receiving personal calls during the school day (discretionary permission has been 

granted by the Headteacher). 

 When engaged in private/professional conversations, the safeguarding of pupil’s is 

paramount and attention must be given not to disrupt their teaching and learning. 

 Only in an emergency, may staff use their own device and hide (by inputting 141) their own 

mobile number for confidentiality purposes. 

 In special circumstances, when on a school trip, may staff use their private mobile phones to 

take photos or videos of pupils? The condition is that they must filly adhere to the steps to 

remove this content in accordance with the guidance set out in the policy. 

 
The following is deemed to be inappropriate: 
 

 Pupils who make/receive calls during the school day. All pupil phones must be handed into 

the class teacher at the start of the day. 

 Allowing use of telephone by unauthorised users. 

 Using personal devices or the school’s phones. 

 That could bring the school into disrepute. 

 To promote staff’s external private business. 

 To premium rate numbers. 

 Whilst driving. 

 To participation in the recording (video or audio), forwarding or passing on messages or 

images designed to humiliate others, often known as ‘cyber bullying’. 

 Exchanging of mobile phone numbers between staff and pupils (exception is during certain 

school trips, under the discretion of the teacher and within the guidance of this policy only). 

 

9. Use of PC’s, Laptops and Remote/Servers 

The following is deemed to be appropriate: 
 

 Storing school confidential information on encrypted laptops issued by the school and a 

limited amounts of personal data 

 Loading text, images, video or audio streams in connection with day to day work activities; 

The following is deemed to be inappropriate: 
 

 Uploading unauthorised or untested software; 

 Allowing unauthorised users to access laptops used away from school; 

 Failure to keep laptops used during or away from school secure through password 

protection protocols; 

 Storing confidential or personal data or information on removable media without adequate 

protection or encryption; 

 Deliberate, reckless or negligent introduction of viruses; 

 Storing personal material protected by copyright which has not been purchased; 
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 Loading files containing pornographic offensive or obscene material; 

 Unauthorised use of spyware/adware/freeware etc. 

 

10. Using Blogs, Wikis, Podcasts, Social Networking  

The Internet provides the school community with access to worldwide information equipment, 
bringing new opportunities for communication. With the increasing popularity of social networking 
sites thought should be given when publishing information about oneself.  
 
Generally, pupils do not have their mobile phones to access social media during school hours. 
Both staff and pupils are encouraged to keep their blue tooth settings to off whilst at school. Some 
types of social media may include: collaborative projects (for example, Wikipedia); social 
networking sites e.g. Snapchat, Facebook and Instagram; blogs and micro-blogging services e.g. 
Twitter;  Content sharing e.g. video-sharing services e.g. YouTube or photo-sharing services e.g. 
Flickr; online games and virtual reality e.g. Second Life. 
 
Any person from the school community may not access social networks like Facebook etc. whilst 
at the school. Staff may not add any pupils as ‘friends’ on social networking sites including those 
who are school leavers. 
 
It is a personal choice but comes with certain risks if one’s employer, colleague, pupil or parent 
views private content on a social networking site like Facebook or Twitter. Hence, within the 
recommendations of maximizing the safeguarding of all concerned, profiles should be made 
private. Pupils should not be added as ‘friends’.  
 
It is essential that adults are safeguarded from allegations, that individual’s privacy is protected 
and that vulnerable groups are safeguarded. Staff and volunteers should be encouraged to keep 
all professional work completely separate from their private life by: 
 

 Having a neutral profile image and not use their personal or professional details (email or 

telephone) as part of their profile nor should it be used for official business. 

 Consider using a pseudo or maiden name to avoid being searched for by students. 

 It is imperative that advice is not offered to others in any official capacity on their personal 

sites (e.g. as a teacher for Southend Borough Council I suggest that you…..). 

 Nor should they refer to any other confidential work related information on personal sites or 

posting embarrassing material or comments that may call into question their employment 

status thus bringing the school/LA into disrepute. 

 Staff should not make friendship requests to service users or their families and not accept 

friendship requests on social networking or messaging sites from pupils, pupils, and young 

people (or their parents). They should not accept friendship requests on social networking 

or messaging sites from ex-pupils and be aware that posts they write will be visible to them. 

 Social networking sites such as Facebook have a range of privacy settings so it is important 

to change settings to ‘just friends’ so that details, comments, photographs can only be seen 

by invited friends and thus exercise caution that if they write on a friend’s ‘wall’ on 

Facebook, all of their friends can see their comment even if they are not their friend.  
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 Awareness must be made of the privacy settings on photo sharing websites. Should a 

member of staff have serious complaints about social media issues they should use their 

appropriate whistle blowing procedures. 

 

11. Data Protection and Information Security 

Please refer to the policy entitled “Data Protection Policy” which deals with this topic exclusively 
and 14.8 below referencing SD card safeguarding. 
 

12. Education & Training 

 
The St Nicholas’s senior leadership team will be responsible for ensuring all members of school 
staff and pupils are aware of the existence and contents of the school E-Communications. The E-
Communications policy amendments will be published and awareness sessions will be held for all 
members of the school community.  
 

12.1. Education & Training – Staff/Governors 

It is of the utmost importance that all staff receives e-Communications training and understands 
their responsibilities, as outlined in this policy. Training will be offered as follows: 
 

 A planned programme of formal e-Communications training will be made available to staff 

and governors. An audit of the e-Safety training needs of all staff will be carried out 

regularly.  It is expected that some staff will identify e-Safety as a training need within the 

performance management process.  

 All new staff and governors should receive e-Safety guidance as part of their induction 

programme, ensuring that they fully understand the school e-Communications Policy and 

sign the Acceptable User Agreement. 

 The e-Safety Officer (Deputy Headteacher) will receive regular CPD on e-Safety and 

provide support to staff and governors as required 

 This E-Safety policy and related updates will be reviewed and distributed when appropriate. 

 

12.2.  Education & Training – Pupils 

The School Council will be briefed about the policy so that the language and vocabulary is 
appropriate and understandable. An e-Safety programme of study will be included in the 
Computing curricula and in small measure in the PSHEC and Careers curricula. The key 
messages contained within the e-Communications Policy will be reflected and consistent within all 
Acceptable Use Agreements. The E-Communications policy will be introduced to the pupils at the 
start of each school year through assemblies and/or formal lessons. 
 
The education of pupils in e-Safety is an essential part of the school’s e-Safety provision and the 
protection of pupils online. Children and young people need the help and support of the school to 
recognise and avoid e-Safety risks and to have the skills both social and technical and the tools to 
deal with these risks. 
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 A programme of e-Safety training is integrated into the Computing and PHSE curriculums. 

The programme will be regularly reviewed and amended to reflect the changes in 

technology and software/Internet applications. 

 

 Key e-Safety messages should be reinforced as part of a planned programme of assemblies 

and tutorial / pastoral activities.  

 Key e-Safety messages are displayed regularly on pupil login screens when using PC’s.  

 Pupils should be helped to understand the need for the pupil Acceptable User Policies and 

encouraged to adopt safe and responsible use of Computing, the internet and mobile 

devices both within and outside school. 

 Pupils should be taught to acknowledge the source of information used and to respect 

copyright when using material accessed on the internet. 

 Pupils should be taught in all lessons to be critically aware of the materials / content they 

access on-line and be guided to validate the accuracy of information. 

 

12.3. Education & Training – Parents 

As stated in the Byron report, “There is a generational digital divide”.  Therefore the school will 
provide information and awareness to parents/carers through:  

 Letters, newsletters, parent’s evenings and special e-Safety events; 

 Once every term, parents are invited to a bespoke e-safety briefing whilst enjoying light 

refreshments. 

 Our school website will reference appropriate e-Safety websites and offer links to report e-

safety breaches. 

 
13. Use of Personal External Devices  

 

13.1. Staff 

During any school activity on or off-site, personal devices like iPads, digital cameras and phones 
should not be used at all only the school’s equipment/resources. When there is no contact with the 
pupils as in PPA’s or after hours, discretion is advised when using personal devices and it must be 
used within the scope of the e-Communications Policy guidelines.  
 
The procedures below must be followed when using personal devise to take media of pupils in 
exceptional circumstances like battery going flat or device faulty on school trip: 
 

 At the earliest opportunity, the device must be handed to the Computing Technician and 

under the device owner’s direct supervision, the content (images etc.) must be removed and 

captured on the school server; 

 A confirmation proforma (see attachment 6) must be signed by both the device owner and 

the Technician that the content has been removed and will contain information pertaining to 

the date the content was removed, the purpose of the content in the first place and the 

device owner’s name. 
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 After the Headteacher has signed the proforma, it will be kept securely as part of the 

safeguarding procedures used in compliance with the e-Communications Policy. 

 

13.2. Pupils 

The changing nature of technology is rapid and the type of device available to pupils will change 
and this will be reflected in this policy. It is expected that: 
 

 The pupils will hand in electronic equipment and Internet enabled (e.g. Mobile phones, 

MP3/IPods, Smartphones, and tablet computers) devices into their form teacher or 

appropriate adult at the start of the day or when the pupil arrives at school. 

 The senior Art pupils will be able to listen to music via our music subscription service called 

Spotify. 

 The use of LearnPads (android tablet) will be covered and governed by the rules of using 

any school device. As such it will only carry software sourced by the school subjected to the 

normal filtering and Internet safety protocols. 

 If a pupil is found with an electronic device that has not been handed in, it may be 

confiscated and returned to the parent/carer. Should the pupil refuses to hand it in, the 

parent/carer may need to be contacted as the pupil will not be allowed into the following 

lesson until it is given into schools’ care. 

 If the device was used to take or record media, it would contravene the school policy on 

photography and will suffer the consequences of their property being used as evidence 

against them when it is submitted to the appropriate authorities. 

 
14. Managing Computing Systems and Access  

Members of the school community who have signed the e-Communications Agreement, will be 
aware that monitoring protocols are being followed.  This may involve both ad hoc and scheduled 
monitoring of any e-Communications devise within the school.  
 

14.1. Password Protection 

Given the needs of our pupils, class teachers will facilitate a password change once a year or 
when necessary. Staff will receive an annual prompt to change their password at the 
commencement of the new academic year. Administrative staff get this prompt every six weeks. 
The password is strictly confidential and is not to be shared with anyone at all as this constitutes 
breaching the terms of the policy.  
 
The Computing Technician will facilitate a password re-set the next time a user logs in if it is 
forgotten or compromised. Staff passwords must be at least 7 characters in length; it must contain 
3 out of the following 4 characters; (Upper case, Lower case, Numbers and/or Symbols). 
 

14.2. Backup of Data 

Both the data from the administrative and curriculum servers will be backup and security on a 
regular basis as set out below:  
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 All data will be backed up daily. 

 The backup data will be encrypted. 

 The backup will be stored on an external hard disk. 

 The daily backup will be stored away from the school in a safe. 

 

 

14.3.  Filtering Internet Access 

The school’s internet filtering service is provided by E2BN with various port settings appropriate to 
the nature of the user. Therefore, there are separate port settings for staff and pupils respectively 
which each carry their own level of filtering. The school will always be proactive regarding the 
nature of content which can be viewed through our internet provision. Clear procedure for reporting 
breaches of filtering are followed and recorded in a log. If users discover a website with 
inappropriate content, this should be reported to Mr Coran who will inform the e-Safety Officer after 
notifying E2BN. 
 

14.4. Remote Login 

Remote login is only available to teachers and a select few administrative staff. This enables staff 
to use their laptops from home and login to the server remotely. This feature will ensure the 
integrity of all school data as in the unlikely event the laptop is stolen/lost no data will be 
compromised. As a failsafe, the laptops are also encrypt so all data will be held securely. Staff will 
have a local login too should they wish to use the laptop at home for personal use. Remote login is 
also subjected to the usual filtering and monitoring procedures. 
 

14.5.  Commissioning & Decommissioning of login accounts & emails  

The computing technician creates the login accounts of the both staff and pupils upon the 
commissioning request by the SMT. Most of the new accounts created are for those joining us in 
September and a few additions are created over the course of the year. 
 
The decommissioning of a member of staff/pupil’s account occurs when they leave the school. 
Their access rights to login to the server and email are revoked on the day of departure and their 
personal area on the shared centre is archived within a week of leaving.  
 
For staff, decommissioning relates to both in school and remote login access. If appropriate, the 
emails from the person leaving are automatically forwarded to the new staff member who has 
taken on their job role. In this case only the access rights of the leaver are revoked, not the actual 
account over the period of transition.  

 
14.6. Commissioning and Decommissioning Hardware 

For commissioning, the Business Manager will process a purchase order/invoice/delivery note and 
add the model/serial number and description of the hardware to the assets inventory. The 
Computing CDC will be notified to labels the hardware with an ultra violet pen and write the 
schools postcode and name on it. A specially designed security tag sticker will be attached to the 
hardware.  
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If the hardware is for the exclusive use of a team member, they are required to sign a proforma 
confirming their receipt and conditions of receipt. For hardware in general use, a log is kept of the 
persons using the device or its permanent location. 
 
When decommissioning hardware, for example a computer, careful care is taken to remove all 
data from the hard drive.  The LA provides the school with a certificate to confirm the hard drive 
has been wiped clean at an industrial level. All such hardware will be removed from the inventory 
list. If a device is still unusable but not needed by the school, it may be sold on to staff. If it is 
beyond economical repair, the relevant proforma is completed and signed off by the Headteacher. 
It may be now be disposed of through a reputable IT company or safely recycled or binned. 

 
14.7. Software Licensing Protocols Incl. Maintenance, Updates & MS Defender Activation. 

Software Licensing Protocols: All software purchased will be recorded on a software inventory that 
references its activation code or key code and the type of license we have i.e. server based or 
stand alone. The inventory will have the date of expiry and the action to take to either continue or 
discontinue the use thereof. 
 
Maintenance and Software Updates: Impero updator allows the IT Technician to maintenance 
devices simultaneously like Java, Adobe and Windows Update. Other updates are automated 
within MS Windows including defragmentation; scandisk to maintain the performance of the device 
optimally. 
 
MS Defender: As an integral part of MS Windows, it provides real-time anti-virus protection with 
scheduled computer scans are part of the maintenance plan.   
 

14.8. Procedure to sign out equipment on/off-site 

To maximize safeguarding of pupils and ensure strict compliant with data protection rules, the 
standard is that NO SD/MEMORY CARD used in a camera may be taken off-site with media like 
photos/videos still on it! Each teaching unit e.g. Art, PE, class 3H etc. Staff will be issued with a 
digital camera and all the necessary accessories to be kept in their respective class cupboards. 
Each item is labelled and signed for upon issue as it is their exclusive responsibility to keep 
secure. Various staff members will offer first hand support to ensure all staff are adequately 
confident to download their media to the relevant part of the server with corresponding folder and 
file names. 
 
The LearnPad charge boxes will be located in the staff work area. This is to ensure better controls 
are in place for more robust accountability. 
 

 The borrower takes full responsibility for the welfare of the device (this responsibly cannot 

be delegated to a pupil). 

 Before taking equipment off-site, staff will complete the sign-out sheet kept in the staff work 

area adjacent to the equipment lockers. This contains the date of sign-out/In and details of 

what has been removed temporality.  

 Upon return, the borrowed equipment must be returned to the locker and the battery placed 

in the charger on the counter after removing the SD card. 
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 The content of the SD card must be securely transferred to the photo area on the shared 

centre within the timeframe of three days to ensure the card does not inadvertently leave 

the school site with the previous media still on it. This would contravene a significant breach 

of the policy! 

 The Computing Technician will maintain and monitor the system whilst the CDC will conduct 

spot checks to ensure compliance with the policy guidelines that a card remains “clean” 

when leaving the School site. 

 
14.9. Safeguarding website from Hackers  

The school website service provider, 07HeavenDesign will implement regular security updates to 
their server and reset all passcodes including server panel, ftp and database passwords. They 
have installed “Cloudlinux software” which prevents any infected site to spread to any others 
hosted on their server. In addition, they have also implemented patch management software, 
which means in the event of vulnerability the website is flagged and can be patched quickly. 

 
15. Copyright 

As far as possible, recognition must be given to resources used if it is acquired from a source that 
is not owned by the school. A stock of photo websites which is royalty free will be used as a first 
choice for clipart/photos etc. Only music and films that is owned by the school may be utilised.  
 
The school is covered under the Public Video Screening License (PVSL) to screen films. We are 
going to purchase a license to play music from a wide spectrum of genres from an online resource 
called “Spotify” which is all royalty free music. 
 

16. Prevention Radicalisation  

All staff must collectively apply safeguarding steps to prevent online extremism by: 
 

 Being aware of pupils who are experiencing difficulties with social interaction, empathy with 

others, understanding the consequences of their actions and awareness of the motivations 

of others. 

 Filter content and sensitively deal with breaches that may indicate a trends towards interest. 

 Monitor Internet use including if a pupil is accessing violent extremist websites, especially 

those with a social networking element; possessing or accessing violent extremist literature; 

using extremist narratives and a global ideology to explain personal disadvantage; justifying 

the use of violence to solve societal issues; joining or seeking to join extremist 

organisations; and significant changes to appearance and / or behaviour; being in contact 

with extremist recruiters. 

 Increase the awareness of dangers in computing lessons teaching digital literacy and critical 

thinking in conjunction with PSHE content to reduce vulnerability and build resilience. 

 The Deputy Headteacher will be alerted via the Impero monitoring software to further monitor threats 

of radicalisation when this is brought to his attention by either the CDC or Technician. The software 

includes lists of key words, one of which focusses on radicalisation, which trigger alerts which can 

be reviewed and acted upon where necessary. 
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17. Investigating an Incident of Concern  

The response required will depend on the nature of the incident refer to the Incident Flow Chart 
(Attachment 1) as concerns may relate to: 
 

 The accidental access to inappropriate material. 

 The deliberate access to inappropriate material. 

 Accidental access to illegal material. 

 Deliberate access to inappropriate material. 

 Inappropriate or illegal use of technologies. 

 Bullying or harassment using technology. 

The main contacts in Southend are: 
 
LA Designated Officer:      01702 534539 / 07867 553088 
Police School Liaison Office:     01702 423126 
Social Care First Contact Team:     01702 215007 
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Resource * https://www.gov.uk/government/publications/keeping-children-safe-in-education--2 

https://www.gov.uk/government/publications/keeping-children-safe-in-education--2
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Technology Matrix  

Communication Technologies 

Staff & Other Adults Pupils / Pupils 

Allowed 
Allowed at 

certain 
times 

Allowed for 
selected 

staff 

Not 
allowed 

Allowed 
Allowed at 

certain 
times 

Allowed 
with staff 

permission 

Not 
allowed 

Mobile phones and other devices may 
be used in school 

 X    X   

Use of mobile phones in lessons    X    X 

Use of mobile phones in social time X       X 

Taking photos on mobile phones or other 
camera devices 

 X      X 

Use of handheld devices, e.g. iPod, 
Tablet 

  X   X   

Use of personal email addresses in 
school, or on school network 

 X      X 

Use of school email for personal emails    X    X 

Use of personal devices to access social 
media or take photos/videos 

 X      X 

Use of video chat facility, e.g. Skype    X    X 

Wireless mobile broadband devices with 
Bluetooth enablement 

 X      X 

Use of personal phones to call pupil or 
their parents 

 X      X 

Storing pupil/parents contact details on 
personal device 

 X   X    
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18. Breach of the Policy 

 
Any breaches of this e-Communications Policy by staff/pupils/governors/visitors, volunteers or 
others will be investigated and dealt with as part of the normal grievance or disciplinary 
procedures, as appropriate. 
 

19. Monitoring and Review 
 
This policy and related procedures will be monitored on an on-going basis, in consultation with the 
Governing Body and records kept as appropriate, in line with the Quality Improvement Cycle.  It will 
be reviewed as necessary, either when the relevant legislation or guidelines are amended or at 
least annually. 

 
 


